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Background

● August 2001 Visited friends at WTC
● September 12th – 14th at the pile with red cross
● September 2001 – present Tracked jihadi's online



  

 

  

Background

● Began sending information to the government
● Initial data produced a report 



  

 

  

Problem Set: History

Disinformation & Propaganda 
Then and Now



  

 

  

Disinformation & Propaganda Then

OPERATION 

INFEKTION 

● August 17th 1983 KGB plants story in The Patriot news paper in India
● Story is that CIA/Mil have created AIDS at Ft. Detrick
● Purpose of the disease is to be a targeted virus against people of color and 

homosexuals
● The KGB spun the story around after a while eventually using this seed story as a 

citation/source
●  The mediums for transmission of disinformation/propaganda were radio/tv/print 

then and as a medium were ok but not as rapid or as easy as it is today to 

spread.



  

 

  

Disinformation & Propaganda Then

OPERATION INFEKTION SUCCESS 1987

● The story made the rounds and finally was reported on by Dan Rather on CBS 
evening news (1987)

● Rather reported that the story was “circulating” and not that it was in fact true. 
However, the lack of probative value of the broadcast only lent credence to 
those who believed the story was true. In fact some who saw it on this 
broadcast then became believers and or means to propagate the story further.

● Interestingly today this is still a cultural meme and has been in numerous TV 
shows such as Law and Order as a cultural touchstone (Munch/Finn)



  

 

  

Disinformation & Propaganda Now

● Today disinformation and propaganda are spread like viral loads through the 
medium of memes on social media, search engine optimization, and outright 
fake news sites/blogs

● The democratization of the net has allowed for anyone with a site to pump out 
anything they like with any agenda they might have

● There are whole sites dedicated to echo chambers around any one particular 
narrative be it Alex Jones gay frogs and Moloch worship to new sites just for 
the “Q” theories around Trump



  

 

  

Disinformation & Propaganda Now

● Memes have stickiness:
● “Gladwell defines the Stickiness Factor as the quality that compels people to 

pay close, sustained attention to a product, concept, or idea. Stickiness is 
hard to define, and its presence or absence often depends heavily on 
context.



  

 

  

Disinformation & Propaganda Now

● Social media has sped up the propagation of all disinformation and propaganda 
due to connectivity between us, the social animal

● As mentioned before memes have taken a front and center place in the 
disinformation campaigns being waged today

● Note the IRA site that popped up recently showing accounts that were created 
after facebook and others started playing whack-a-mole. This was an in your 
face by IRA because these accounts went on to continue their ops.



  

 

  

Disinformation & Propaganda Now

● Where radio/tv/print were concerned the flow of disinformation was one way (e..g. 
Out from the media to the consumer) however, today the mode is interactive 
and people are now hyper connected by technologies like social media, 
phones, text, video etc that they can not only share exceedingly quickly, but 
also create themselves and seek attention at the same time.

● In fact, people seem to be hooked on their phones and social media due to the 
dopamine hits they get from the attention (likes) as well as the drama. 

● All of this behavior can be tracked by data from the sites and systems that they 
are using (when the companies cooperate) to show synergies and connections.



  

 

  

Disinformation & Propaganda Now

● One of the early adopters of this hyper connectivity were the jihadi's who 
eventually adapted much of the memetic warfare ideals along with creating 
their own channels of content to share online.

● Jihadist movements like AQ/AQAP and more so daesh went all in on the online 
content to proselytize as well as cause fear online and off.



  

 

  

Disinformation & Propaganda Now

● Daesh really took up the mantle using Twitter, Facebook, and other social media 
sites to push their ideology and command and control in some cases

● Within this use of social media for propaganda also came the ability of other 
actors to use the same channels to impersonate the jihadi's for their own 
purposes such as the “cyber caliphate” which was also used by Russia as a 
front for digital attacks and disinformation as well.

● Of course you can also see parallels in memetic information warfare between 
these actors and nation state as well as Anonymous and 4chan, which as you 
will see culminates in 2016



  

 

  

Parallels

The Jihad and Active Measures



  

 

  

Early Jihadist Use of the Net

● Early on in the jihad post 9/11 the net was being used by certain actors for 
command and control.

● This changed when Younis Tsouli (aka Irhabi007) began hacking sites and putting 
up tutorials for others who aspired to jihad or were in the field to use.

● Younis in fact created a pdf book on this digital jihad and put that online for all his 
followers as well.



  

 

  

Evolution One: Online Jihad

● After Younis came and went (he was arrested) AQ began to understand the power 
of the net in recruitment and had a notion of fighting the “far war” as OBL called 
it, by recruiting and inciting westerners to jihad

● AQAP then took up the same tactics and began creating a magazine called 
Inspire. Inspire would be released on the internet and downloadable from 
numerous sites online. 

● In tandem AQAP began leveraging YouTube as well as a recruitment tool as well 
as news medium as well as for nasheed's of their martyrs.

● Daesh also mimicked AQAP's tactics with their own magazine Dabiq as well as 
leveraged the social media as others before



  

 

  

Digital GWOT

● Once the jihad was fully engaged online with propaganda, command and control, 
and disinformation others the digital GWOT began.

● Actors both nation state and non nation state began fighting in the battle space as 
well.

● Anonymous for one example, began a series of attempts to deny the jihadi's the 
ability to propagate their messages online. Governments too were doing the 
same as well as the companies that owned the mediums they were using.



  

 

  

Data Analytics & Whack-A-Mole

● The battle primarily consisted of playing jihadi whack-a-mole.
● Twitter for instance was lobbied by Anonymous to take down accounts that were 

posting terrorism content. The anon's would scour the site looking for the 
telltale signs of being a jihadist as well as after a while, make the data 
connections between actors with who they talked to or re-tweeted

● All of this though only slowed the jihadi's infinitesimally and at their height already 
had backup accounts or just created new accounts with a numeral or using 
l33tspeak to bypass filters

● The message still got out and was consumed by the followers.



  

 

  

Countering Online Jihad

● Eventually, it became clear that playing whack-a-mole was not working and that 
the message as well as the messengers could not be contained by this kind of 
countermeasures

● The Obama administration attempted to deal with the jihadi's from a more social 
context with the think again turn away program.

● This program had their own meme's as well as videos and the like to make the 
jihadi's consider what they were saying and doing

● In some cases accounts on Twitter were used to actually interface with the jihadi's 
attempting to use Koranic teachings to turn them away from jihad



  

 

  

Countering Online Jihad Results

● With the great game of whack-a-mole raging and the think again, walk away 
campaign foundering, the jihadi’s just went to alternative methods of getting 
their propaganda and C&C out on the net.

● The jihadi’s had already been using PHP boards oinline for a while but they 
needed other areas to expand and share outside of the usual social media.

● The answer soon became the addition of chat programs like PALtalk and 
Telegram. Telegram became the winner as it was an encrypted channel and 
you had to be invited. This is how they went “dark” so to speak.

● The point is, the message was still being sent and there were people to listen on 
all these channels.



  

 

  

Parallels:

Active Measures & Hybrid Warfare



  

 

  

Gerasimov “Doctrine”

● Valery Gerasimov crystallizes active measures into a more full military stratagem 
using electronic warfare and paradigms of disinformation to win a war or to 
subdue the enemy so that kinetic attacks become nearly not needed.

● The “Gerasimov Doctrine” is not really a doctrine per se but an article in Military 
Review in 2013 

● Since this article was published the US military and others have latched onto it as 
a cipher for what Russia has been doing with regard to active measures as a 
whole.



  

 

  

Gerasimov “Doctrine”

● The general principle of the Gerasimov Doctrine is to use disinformation, 
propaganda, hacking, electronic warfare, and other tools in the Russian toolbox 
to wage war without having to fire a shot.

● The goal of these activities is to sow division in the target and defeat or 
demoralize their enemies with these tools. 

● The demoralization of the populace will lead to ineffective government and 
response to any hostile activities against them.

● The net effect is to create an atmosphere where the country becomes unable to 
respond not only militarily in some cases but generally unable to respond to 
crises internal and external to them.

● With that in mind, a broken state would be easier to attack kinetically if the 
doctrine worked and thus overtaking a populace may be easier and less work.

● Gerasimov used the Arab Spring as a model for the idea seeing the use of 
asymmetric information warfare as a modality to use as well as fear.



  

 

  

2016 IRA Operations

● Using this model as well as the long established active measures campaigns that 
the Soviet state created, the Internet Research Agency was born.

● IRA was the cornerstone of the Active Measures campaign by Russia (GRU) 
against the US election cycle in 2016.

● By sowing division using fake accounts that propagated disinformation the IRA 
managed to more than likely tip the scale for Trump’s win in 2016 via the 
Electoral College.

● Once the IRA spun up and a foothold was made to a receptive audience(s) it was 
able to play both sides against the middle as well as have an emissary in 
Trump himself and his coterie in echo chambering the narratives.

● The operation even got physical in that they sent operatives to the US in 2014 to 
gather intelligence on how to approach the American mindset and issues to 
leverage.

●



  

 

  

Countering GRU & FSB Ops

● The IRA and the active measures campaign they carried out was similar to the 
jihadi means of using the internet. They were attempting to convert or activate 
people in the US to their “causes” to sow division.

● The primary means of doing this was through social media, websites, and news 
media they had control over.

● In the case of the IRA/Russian active measures campaign, the Social media 
companies and the government reacted much as they had with the jihadi 
movement.

● Of course by the time the government and the companies discovered, or more to 
the point, paid attention to these accounts, the damage was already done.

● They again carried out deletions of accounts or shadow banning those that they 
could determine were providing “fake news” 

● The nature of the medium had made the geometric progression of propagation 
incredibly hard to control or counter.



  

 

  

Whack-A-Mole II

● Once again, the companies tried to stop the signal from these actors by deleting 
the accounts.

● The problem was the actors could just spin up new ones fairly easily and avoid 
detection.

● This was much the same result as the attempts to stop the jihadi’s from getting 
their word out.

● Today both jihadi accounts as well as Russian active measures accounts still exist 
and are being leveraged on the social media outlets.



  

 

  

Counter Active Measures Results

● Due to the nature of social media and the companies inability to easily root out 
accounts from adversaries like the jihadi’s and the IRA they still persist and 
propagate their messaging.

● Some of the actors have pivoted to more secure channels or platforms that are not 
social media entities like Facebook and Twitter.

● Both Russia and the Jihadi’s have created their own platforms in other places to 
carry out the work. 

● In fact, in the case of the Russian active measures campaigns, like the Jihad, 
actors who got swept up in the fervor, regular people with agendas, true 
believers, have spun up their own outlets.



  

 

  

Private Echo Chambers

● The Q Anon movement has moved their communications to the Discord server 
system.

● Q Anon is a group of people who now believe that the “deep state” is trying to stop 
Trump from succeeding.

● This type of activity is also to be found on IRC servers, in the darknet, and in 
encrypted communications platforms like Telegram, which the jihadi’s leverage 
as well to communicate.

● It’s a simple calculation that those who believe as well as those actors who’s 
channels have been blocked will use such means to propagate their messages.



  

 

  

Where Analytics Fail

It’s about the messaging



  

 

  

Problem Set: Psychology

Deleting Accounts 
Does Not Stop The Message

● And this is the crux of the issue. The messages still get out even if you are playing 
whack-a-mole. 

● Those who believe the messages and want more will find an alternative channel 
or use the ones given to them by those generating them.

● This is the key problem. You can try to root out and stop the messenger’s but it is 
those who receive and believe them that are the other part of the problem and 
this is not being addressed today.

● There are too many channels that the message can get out on so you need to 
also focus efforts on the receiver, not just the sender.

● What is it about the human animal that loves these narratives and will engage with 
them more than the truth even when that truth is presented to them?



  

 

  

Social Creatures

● Human beings are social animals.
● As such, the advent of social media has made us all hyper-connected.
● Additionally, it has been found that in the case of disinformation or “fake news” the 

tendency for users to see, ingest, believe, and repeat is higher as the content is 
more incendiary or exciting.

● One of the appeals to this is that people are more involved in this means of 
relaying or creating content.

● There have been dopamine studies on response to social media that show we get 
a hit of dopamine from responses, likes, etc on social media and this is habit 
forming for many.

● Cognitive bias and confirmation bias also plays a large part in the propagation of 
these fake narratives per the users beliefs.

● We are the engine of the disinformation machine now and social media is the 
medium.



  

 

  

Tribalism

● Humans have always been tribal in nature because at the micro scale we belong 
to our own particular tribes, families, units, whatever you wish to call it.

● In the case of a more global world, this seems to be coming more to play for some 
consciously and unconsciously.

● While tribalism has always existed, it is now being used as the fulcrum of the 
active measures campaigns being waged on us all.

●  That it is being played out on social media where instantaneous response is the 
norm, this has amped up the messaging and the divisions.



  

 

  

Echo Chambers

● Enabling all of this is social media’s innate ability to create echo chambers
● Echo chambers are channels of communication where the messengers and the 

receivers are all of the same tribe or like mind.
● That we are able to choose our followers as well as who we follow, if we only 

follow those with like minds, we have an echo chamber.
● The ideas are then reverberated, augmented, and made “louder” by almost infinite 

repetition on these mediums.
● And it is repetition that allows us to believe a narrative if it is repeated often 

enough.



  

 

  

Virality & Cascades 

● Another issue with the propagation of disinformation and other lines of thought like 
conspiracy theories is that if crafted well, they can become viral or cascade.

● Virality means that the idea has what’s known as stickiness and becomes a 
touchstone for people as well as a means to become more popular by 
repeating it.

● We have all likely seen viral videos on YouTube and the like and you know when 
something is viral by the numbers of looks, retweets, etc.

●  A cascade in this context is that this viral content then cascades over lines of 
communication which can happen via any number of social media platforms.



  

 

  

Meme War

● Another issue with the propagation of disinformation and other lines of thought like 
conspiracy theories is that if crafted well, they can become viral or cascade.

● Virality means that the idea has what’s known as stickiness and becomes a 
touchstone for people as well as a means to become more popular by 
repeating it.

● We have all likely seen viral videos on YouTube and the like and you know when 
something is viral by the numbers of looks, retweets, etc.

●  A cascade in this context is that this viral content then cascades over lines of 
communication which can happen via any number of social media platforms.



  

 

  

Cognitive Dissonance

● In the field of psychology, cognitive dissonance is the mental discomfort 
(psychological stress) experienced by a person who simultaneously holds two 
or more contradictory beliefs, ideas, or values. This discomfort is triggered by a 
situation in which a person’s belief clashes with new evidence perceived by that 
person. When confronted with facts that contradict personal beliefs, ideals, and 
values, people will find a way to resolve the contradiction in order to reduce 
their discomfort.

● Cognitive dissonance is a key to narratives being sent via disinformation in those 
who believe in said narratives. You can present them with the truth and they will 
find a way to quell these doubts or discount them in order to keep their own 
internal narratives.

● This is a problem for those trying to fight against disinformation as the consumer 
of the disinformation, the true believer, will not, even when presented with the 
reality or truth, believe it.



  

 

  

Counter Narratives?

● As we saw in the online war against jihad, the idea of think again turn away mostly 
failed.

● Now with a populace(s) becoming more tribal, cognitively dissonant, and unable or 
unwilling to see or understand other opinions never mind facts, what can we 
expect from a program like this to fight disinformation like that being served up 
by the GRU and other actors?

● Countries like Ukraine and Slovenia have come up with programs that mostly 
consist of countering the narratives on TV and presenting facts.

● However, those states have long been in a disinformation war with Russia, we are 
new to the game.



  

 

  

Problem Set: Sociology

• Here is where we have another complication with regard to trying to fight 
disinformation.

• The nature of the openness of the country comes to play and in the US this is an 
uphill battle to get all players working in tandem.

• In a free society such as the US the first amendment is a keystone but this is also 
a problem.

• You cannot block speech because it is protected yet that speech could be 
dangerous (Alex Jones) 

• To get the message out will take cooperation of media, government, and the like 
but it will only be one more voice in a cacophony that those true believers in 
fake stories will ignore over their desired narratives.

•



  

 

  

Closed & Open Societies

● Another factor in fighting this kind of warfare is the nature of the society you are 
fighting.

● In China or Russia it is easier to control the narrative because they control the flow 
of information.

● Russia has SORM (System for Operative Investigative Activities) and China has 
the “Great Firewall”

● Any country that is better at controlling the information is a harder target to carry 
out operations against them using disinformation.

● While the US and other open nations are easier to manipulate with a free 
exchange of information and ideas.



  

 

  

Disruptive Nature of The Net

● An added factor to the problem is the nature of the internet in general and the 
nature of the business model today for creating content for it.

● Silicon Valley has been of a mind to have “disruptive” technologies as their 
primary goal.

● By disruptive they mean that they are breaking free of the norm or the old ways of 
doing things and increasing use geometrically.

● The internet is an egalitarian space where anything goes and as yet, there is not 
much governance in the free world.

● These factors allow for the abuse of not only the internet itself but all the programs 
and platforms on them.

● Another issue is that due to this need to be “disruptive” and profitable, the creators 
of these technologies are uninterested in governing themselves.



  

 

  

Social Media's Profit Model

● In the run up to the 2016 election it has been found that Facebook actually 
obfuscated information concerning what they knew and when they knew it was 
happening.

● Since then, we have learned about Cambridge Analytica and their access to 
Facebook data for money.

● Both Facebook and Twitter have been reticent to work with government and other 
entities to counter these actors on their platforms.

● They have only really played whack-a-mole.



  

 

  

Solutions:

Are there any?



  

 

  

Countermeasures

● To fight the disinformation war here in the US and other free countries will take 
cooperation from all parties (gov and private sector)

● Examples from Ukraine and other nations who have dealt with years of attacks 
from Russia have worked out ways to get the truth to people.

● TV show’s that solely focus on the current narratives being spun by Russia and 
other actors are shown once a week.

● Sites online as well as news sites have the same content and are publicized.
● Technologies can be implemented to determine if images are faked and or videos 

which are becoming more realistic and harder to determine their reality. 
However once again, if the consumer has cognitive bias already they are likely 
to believe that the detection and publication of their fakery will only consider 
that a false flag.

● An educated populace is key to this working effectively but it is no guarantee that 
everyone will not fall for the disinfo.



  

 

  

Countermeasures & Orwell

● Technical measures and narratives though can also have net negative effects on 
users.

● The line must be straddled in order to protect the people while allowing them to 
make informed choices as well as have freedom of thought and expression.

● This is where we get into a lot of technical means of countering disinformation we 
have seen thus far by data scientists and companies playing whack-a-mole as 
well as those who abused the data like Cambridge Analytica.



  

 

  

Countermeasures Observations

● As I mentioned earlier, there has been a lot of whack-a-mole in the online fight 
against jihad as well as the disinformation efforts by the GRU in 2016.

● While detecting and removing accounts causes some attrition on the efforts by the 
adversaries, they only spin up new accounts or in some cases create their own 
alternate platforms to share their disinfo.

● In worse case scenarios the consumers of the disinfo also create their own 
platforms in the extreme, but, they also then create new narratives or repeat 
narratives and cannot be shut down because of the first amendment in the US. 

● The signal once sent is then repeated and amplified from the original sender to the 
receiver who then becomes a sender.

● The nature of the messaging, the stickiness and virality in tandem with the 
cognitive dissonance and freedom to free speech allow the disinformation to 
continue on.

● Analytics on who is talking to whom or who is a node for disinformation only goes 
so far towards stopping the attack. Once they hit send and others can see it, it 
is game over.



  

 

  

Conclusions: Detection

● In a technically oriented battlespace such as the internet, it is obvious to most of 
those who work in it that they need to detect the bad actors first with heuristics 
and stop them.

● The problem is our heuristics aren’t quite that good and the human animal is 
creative and can usually bypass these to get their message out.

● While detection is a good thing it is not the silver bullet here. Nor is the use of 
analytics to see the arcologies of who is talking to whom alone.

● We have tried these approaches and yet the messages still got out.
● I see so many people putting out maps of accounts talking to one another but I 

have yet to see a deeper understanding of the psychology and sociology here 
as a means to disrupt the signal.

● Meanwhile, back to Orwell, all of this surveillance is the antithesis of what a free 
society should be and users are, if they are cognizant of it, likely to fight against 
this monitoring.



  

 

  

Conclusions: Preemption

● Analytics, heuristics, and algorithms to detect and preempt actors is another goal 
of many in technology. 

● Simply stopping these actors before they can send their message seems to be a 
thing they would like to carry out. 

● However, this once again, is counter to a free society and would in fact be 
censorship. The only way around this so far has been the rubric of user 
agreements on platforms like Twitter and Facebook. But those have been very 
rarely used and hard to enforce.

● Bots and trolls can act as normally as users if programmed or trained to do so. 
This once again can elude the programmed defenses.

● And of course as mentioned before whack-a-mole only works minimally to actors 
who are motivated to create new accounts or seek bypass technologies.



  

 

  

Conclusions: Unified Approach

● In the end it becomes clear that the problem is not the technology but the people 
who use and abuse it.

● Motivations and understanding them is a key. We need to understand why things 
go viral, why people have cognitive dissonance, and how we can leverage the 
technologies to fight those core factors to stall if not stop the propagation of 
disinformation.

● We will need the cooperation of the private and government sectors to work 
together on means to counter the narratives and reach the end user, not the 
adversary.

●



  

 

  

Questions?
Presenter: Scot A. Terban
krypt3ia@protonmail.com
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